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Social Media Ethics for Attorneys

Social Media Ethics for Attorneys

(Or, how NOT to go from TMI …

Social Media Ethics for Attorneys

(Or, how NOT to go from TMI to the TBPR in one easy step.)
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Social Media Ethics for Attorneys

intentional sharing

unintentional sharing

It’s all about sharing….
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intentional sharing

intentional sharing
(i.e., lawyers behaving badly)

intentional sharing
(i.e., lawyers behaving badly)
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intentional sharing
(i.e., lawyers behaving badly)

intentional sharing
So fun to post about your cases to your friends! Don’t.

“private” facebook

Anya Cintron Stern
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“private” facebook

Miami Murder Defendant Fermin Recalde

September, 2012

Anya Cintron Stern

“private” facebook

Miami Murder Defendant Fermin Recalde

September, 2012

Anya Cintron Stern

“private” facebook

Miami Murder Defendant Fermin Recalde

FIRED
September, 2012

Anya Cintron Stern
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“private” facebook

Miami Murder Defendant Fermin Recalde

“private” facebook

intentional sharing

TN RPC Preamble A Lawyer’s Responsibilities

…a lawyer should keep in confidence information relating to representation
of a client except so far as disclosure is required or permitted….
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“private” facebook

…it seems soooo easy…..

intentional sharing

TN RPC Preamble A Lawyer’s Responsibilities

…a lawyer should demonstrate respect for the legal system and those who 
serve it, including judges, other lawyers, and public officials….

“private” comments

Miami Murder Defendant Fermin Recalde

Posted to their PERSONAL accounts
• Photos of litigants
• comments on clothing, appearances

Attorney for Legal Aid disciplined also
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intentional sharing

TN RPC Preamble A Lawyer’s Responsibilities

…a lawyer should further the public’s understanding of and confidence in the 
rule of law and the justice system because legal institutions in a constitutional 
democracy depend on popular participation and support to maintain their 
authority….
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“private” facebook

Georgia U.S. Magistrate Judge steps down…

Posted on Saturday

Had to resign by 
Wednesday

Agreed with the chief 
magistrate judge, who said:

“His statements on social
media have disrupted the
mission of this court,
which is to provide 
justice for all.”

“private” facebook

Georgia U.S. Magistrate Judge steps down…

intentional sharing

TN RPC Rule 3.6 Trial Publicity

…a lawyer shall not make an extrajudicial statement that the lawyer knows 
or reasonably should know will be disseminated by public communication 
and will have a substantial likelihood of materially prejudicing the 
proceeding.*
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intentional sharing

TN RPC Rule 3.6 Trial Publicity

comment: subjects that are “more likely than not to have a material
prejudicial effect,” particularly when pertaining to civil matters triable by 
jury and criminal matters include the character, credibility, reputation or 
criminal record of a party, suspect, or witness.

“private” facebook

intentional sharing

TN RPC Rule 3.8 (f) Special Responsibilities of a Prosecutor

…except for statements that inform the public of the prosecutor’s action and 
serve a legitimate law enforcement purpose…shall refrain from making 
extrajudicial comments that have a substantial likelihood of heightening 
public condemnation of the accused…
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“private” speech?

Miami Murder Defendant Fermin Recalde

“dubiety”

• 2014 a former AUSA scanned NOLA 
newspaper comments on his client’s 
cases

• One commenter knew a lot of 
information, was accurate

• “dubiety” led to FBI language 
analysis and lawsuit against screen 
name with allegation it was USAO 
insider

• Admitted when confronted, resigned

• Convictions on cases attacked

• 2600 posts over five years

“private” speech?

James Letten
• Career prosecutor
• Eleven years as U.S. Attorney
• Longest-serving USA in country
• Resigned due to assistants’ conduct 

and optics—taint on the office
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intentional sharing

TN RPC Rule 3.4 (a) Fairness to Opposing Party and Counsel

…a lawyer shall not obstruct another party’s access to evidence or unlawfully
alter, destroy, or conceal a document or other material having potential 
evidentiary value…[or] counsel or assist another to do any such act…

intentional sharing
Urgent need to tell careless client to delete that post. Don’t.

intentional sharing

TN RPC Rule 3.4 (a) Fairness to Opposing Party and Counsel

…a lawyer shall not obstruct another party’s access to evidence or unlawfully 
alter, destroy, or conceal a document or other material having potential 
evidentiary value…[or] counsel or assist another to do any such act…



3/29/2019

16

intentional sharing

TN RPC Rule 3.4 (a) Fairness to Opposing Party and Counsel

…a lawyer shall not obstruct another party’s access to evidence or unlawfully 
alter, destroy, or conceal a document or other material having potential 
evidentiary value…[or] counsel or assist another to do any such act…

intentional sharing

TN RPC Rule 3.4 (a) Fairness to Opposing Party and Counsel

…a lawyer shall not obstruct another party’s access to evidence or unlawfully 
alter, destroy, or conceal a document or other material having potential 
evidentiary value…[or] counsel or assist another to do any such act…
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intentional sharing
Urgent need to tell careless client to delete that post. Don’t.

intentional sharing
Competent representation may require:

• Investigating relevant social media postings
• Advising clients on obstruction, spoliation, and 

procedural rules that could prohibit editing social media 
presence if litigation has begun or is anticipated

• Consider litigation holds, document preservation for 
online content

• Ensure client’s social media position is not inconsistent 
with position taken in litigation
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intentional sharing

TN RPC Rule 5.5 Unauthorized Practice of Law

…a lawyer who is not admitted to practice in [a] jurisdiction shall 
not…establish an office or other systematic and continuous presence…for  
the practice of law…

• Client confidentiality

• Reputation of the judicial system

• Out-of-jurisdiction practice if giving 
legal advice where not licensed 

• May unintentionally establish client 
relationship

• May unintentionally be “advertising”

• Being identified as an attorney and 
taking position contrary to client’s 
best interest – appearance that you 
are not zealously advocating client’s 
position

blogging implicates rules on:

Los Angeles Deputy DA sued in 
federal district court

Court found not under color of law (1983 claim)…
But, plaintiff could proceed on amount of damages 
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new ABA opinion

new ABA opinion

new ABA opinion
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• Get written permission before discussing clients’ cases (even if you 
anonymize)

• Use prominent disclaimers

• Be familiar with the regulations on advertising and soliciting clients

• Be wary of unintentionally establishing client relationship

• Write factual updates instead of opinions

• Don’t blog about judges or colleagues

blogging best practices

intentional sharing
But what if they don’t? Can you respond?
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Yes but…
“self defense” is not safe harbor

Yes but…
“self defense” is not safe harbor

• Ask the former client to remove the review

• Exercise restraint – be generic, professional (i.e., “I am not at liberty to 
respond fully in this forum, but I do not believe this is a fair and 
accurate account…”

• Have someone else proofread before hitting “post”

• Never include details of the case

responding to negative reviews

Texas: any info provided by the client or acquired during representation – even if 
now publically known – may not be referenced in a response.

Pennsylvania: all info related to representation  of a client – even an “ungrateful” 
one – cannot be in the response.



3/29/2019

22

intentional sharing

TN RPC Rule 8.2 Judicial and Legal Officials

…a lawyer shall not make a statement that the lawyer knows to be false or 
that is made with reckless disregard as to its truth or falsity concerning the 
qualifications or integrity of…a judge; an adjudicatory officer or public legal 
officer; or a candidate for election or appointment to judicial or legal office.

Rob Ranco, Round Rock, Texas

Forced to resign 
from his
(high-paying) law 
firm after this Tweet.

Note the use of “law”
in his handle—implies
he is speaking in his
professional capacity.

intentional sharing

TN RPC Rule 4.1 Truthfulness in Statements to Others

…a lawyer shall not knowingly make a false statement of material fact or law 
to a third person during the course of representing a client…
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Misrepresentation?   

District Attorney Stacy Parks Miller
Centre County, PA

Misrepresentation?   

District Attorney Stacy Parks Miller
Centre County, PA

• “Britney Bella” 
• Office-wide email in 2011 re: 

“new facebook page that is 
fake for us to befriend and 
snoop…use it freely to 
masquerade around facebook”

• appellate court vacated some 
verdicts

Misrepresentation?   

District Attorney Stacy Parks Miller
Centre County, PA
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intentional sharing

TN RPC Rule 8.4 Misconduct

…it is professional misconduct for a lawyer to…engage in conduct involving 
dishonesty, fraud, deceit, or misrepresentation…[or] conduct that is 
prejudicial to the administration of justice…

Gone fishin’

If you tell the judge you need a 
continuance because there’s a 
death in the family, don’t go fishing. 

But if you do, don’t post it on Instagram.

intentional sharing

TN RPC Rule 8.4 Misconduct

…it is professional misconduct for a lawyer to…engage in conduct involving 
dishonesty, fraud, deceit, or misrepresentation…[or] conduct that is 
prejudicial to the administration of justice…

Does that include fake identities?  
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fake facebook

Staten Island attorney

Created fake facebook pages 
where he pretended to be actual 
individuals running for office

Posted damaging comments that 
were contrary to their platforms

All were running against his 
clients

a/k/a the “trial by 
combat” lawyer

Staten Island attorney

Created fake facebook pages 
where he pretended to be actual 
individuals running for office

Posted damaging comments that 
were contrary to their platforms

All were running against his 
clients

a/k/a the “trial by 
combat” lawyer

Staten Island attorney

Created fake facebook pages 
where he pretended to be actual 
individuals running for office

Posted damaging comments that 
were contrary to their platforms

All were running against his 
clients
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Drew Quitschau, Chicago

• Fake match.com profile for 
opposing (female) counsel

• Untrue facts– divorced, 
smoker, NASCAR fan

• Left fake bad reviews on other 
sites 

• Signed her up for email blasts 
from a nutrition and pork 
industry publication Pig 
International

• Did it using his law firm’s 
computers

• Facing bar dicipline

intentional sharing

TN RPC Rule 3.5 (b) Impartiality and Decorum of the Tribunal

…a lawyer shall not communicate ex parte with a judge, juror, prospective 
juror, or other official during the proceeding unless authorized to do so by 
law or court order…

Misrepresentation?   

• Found to have communicated
ex parte with judges through 
social media campaign

• She used online petitions, 
Twitter, blog postings to urge 
the public to contact judges 
and let the judges know they 
were being watched and the 
public was “horrified” by their 
rulings

• Acting on behalf of a client 
with a messy custody case

Joyce Nanine McCool
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Louisiana, disbarred, 2015

• Found to have communicated
ex parte with judges through 
social media campaign

• She used online petitions, 
Twitter, blog postings to urge 
the public to contact judges 
and let the judges know they 
were being watched and the 
public was “horrified” by their 
rulings

• Acting on behalf of a client 
with a messy custody case Joyce Nanine McCool

intentional sharing

TN RPC Rule 3.5 (d) Impartiality and Decorum of the Tribunal

…a lawyer shall not conduct a “vexatious or harassing investigation of a 
juror or prospective juror…”

Browning hand-out

social media
Can judges use it?



3/29/2019

28

probably not like this….

Austin defense attorney’s association is reviewing trial transcript, 
considering whether to file a complaint.

probably not like this….

Austin defense attorney’s association is reviewing trial transcript, 
considering whether to file a complaint.  Update: voted down, 64-61.

TN Judicial Ethics Advisory Opinion No. 12-01
Looked to other states for examples.

Recommendations vary:

Oklahoma: judge may friend those who do not appear regularly or are unlikely to 
appear before the judge.

Florida: may not friend attorneys that may appear before the judge.

Massachusetts: may only friend attorneys the judge would be willing to recuse self if 
or when attorney appears in judge’s court.

California:  judge must consider the nature of the site (professional, like LinkedIn, or 
personal, like Facebook?) as well as how they decide which attorneys to friend and 
which they don’t, and how that may appear.
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TN Judicial Ethics Advisory Opinion No. 12-01
Tennessee decided judges may use social media, but “cautiously” and with the 
expectation that their social media use will be scrutinized.

Judge must decide whether the benefits and utility of participating justify the risks.

Pennsylvania: Defense Attorney Sam Stretton, frequent commenter on ethics wrote in 
an Aug. 31, 2017, column for the Legal Intelligencer that “just as a judge recognizes 
they cannot go out for an afternoon drink or two in public and then return to the bench 
because it would be noted and potentially the subject of criticism, a judge has to 
recognize that at times they have to give up what other people can do because of the 
privilege they have in serving in their judicial office.”

TN Judicial Ethics Advisory Opinion No. 12-01
Judges may use social media, but “cautiously” and with the expectation that their 
social media use will be scrutinized.

Rules implicated include:

• Promoting public confidence in the independence, integrity, and impartiality of the 
judiciary;

• Conduct that would create a perception that the judge was in violation of the code 
of conduct or that reflects adversely on honesty, impartiality, or fitness to serve;

• Shall not permit relationships to influence judicial conduct or judgment;
• Shall not permit others to convey the impression that any person or organization is 

in a position to influence the judge (friends re-posting);
• Ex parte communications.

social media
Can you “friend” a judge?
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social media
Can you “friend” a judge?

It depends on the jurisdiction.  If the judge’s 
jurisdiction forbids it, you may be violating YOUR 
district’s ethical rules by “contributing to a 
violation” of the judge’s code in her jurisdiction.

Anybody can copy your stuff!!

apps
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Texas family court judge William Adams

“private” facebook

Miami Murder Defendant Fermin Recalde

“private” facebook

Miami Murder Defendant Fermin Recalde
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Judge William Adams

Miami Murder Defendant Fermin Recalde

additional reading

TMI – too much information!

TAKE-AWAYS

CCIPS

Warrants

Update
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unintentional sharing

TN RPC Rule 1.1 (8) Maintaining Competence

…a lawyer should keep abreast of changes in the law and its practice, 
including the benefits and risks associated with relevant technology….

competence includes:

Understanding electronic discovery

Use of social media that won’t distract from client representation

Knowing what platforms your clients use 

Understanding the platforms themselves if that is relevant 
to the reason the attorney was retained

Understanding how electronic media impacts the rules on 
advertising and solicitation of clients – jurisdictions’ rules vary 
but the internet transcends jurisdictions

ABA Formal Opinion 466 (2014)
As indicated by [ABA Rule of Professional Conduct] 1.1, Comment 8,
It is important for a lawyer to be current with technology.  While many people 
simply click their agreement to the terms and conditions for use of an electronic
social media network, 
a lawyer who uses an 
social media in his 
practice should review 
the terms and 
conditions, including 
privacy features that
change frequently.  
Competence can 
require understanding 
the terms and changes 
in platforms’ settings 
and policies.



3/29/2019

34

As of this year, 
including Tennessee

27 states site competence in 
technology as an ethical duty

TN RPC Rule 1.1 (8) Maintaining Competence

…a lawyer should keep abreast of changes in the law and its practice, 
including the benefits and risks associated with relevant technology….

Automatic Backups

set cloud privacy
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social media

unintentional sharing
Web bugs or “pixel trackers” or “web beacons”, used
To tell a sender of email (including opposing
counsel?) what you have done with the email (save in
a particular file? Forward to….?)

unintentional sharing
The “imported contact” feature accesses your contact
list and suggests connections. If you link with
clients, it can identify people who have sought your
counsel (white collar defense, perhaps?)

LinkedIn also notifies others that you have viewed their profile, so beware of
Checking potential jurors on this service, which could be considered an ex parte
Communication.  
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social media

why do they do this?

Google
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Google

Google

Google
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Google

Google

unintentional sharing
Man-in-the-middle
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unintentional sharing

TN RPC Rule 3.5 (b) Impartiality and Decorum of the Tribunal

…a lawyer shall not communicate ex parte with a judge, juror, prospective 
juror, or other official during the proceeding unless authorized to do so by 
law or court order…

Research may be ex parte 
communication

Miami Murder Defendant Fermin Recalde
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Real-time Social Search

What can YOU do?
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Where do the commands go?

BBC’s Zoe Kleinman – open mic?

Tech reporter Christian Cawley
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Where do the commands go?

apps

apps
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unintentional sharing

data leakage

smartphone apps

iSpy
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Retailers love smartphones

Tracking 

through WiFi, GPS,

apps, Bluetooth

used mfg’s default pw 

default pw is searchable

no easy way to tell if 
affected

CHANGE PWs!!!

Internet-enabled security cams

November 2014: 73,000 feeds posted 
online

Internet-enabled appliances

November 2014: 73,000 feeds posted online
HEY!!! 

BUY MILK!!!
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unintentional sharing

photos & geolocation

Geolocation: where are you?

scary slide # 2

flickr: location search

Milan, Tennessee; “lildsmom79”
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Geolocation: where are you?

scary slide # 2

Milan, Tennessee; “lildsmom79”

Geolocation: where are you?

Milan, Tennessee; “lildsmom79”

Geolocation: where are you?
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Geolocation: where are you?

unintentional sharing

man-in-the-middle

Free WiFi !!!
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iPhones automatically join free WiFi unless set up to not do 
so.

Vulnerable to 

man-in-the-middle

Attacks (MIM)

Don’t be blue…
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Don’t be blue…

• Bluesnarfing – stealing data

• Bluebugging – listening in / forwarding calls

unintentional sharing
MAC spoofing

MAC: Media Access Control address
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MAC: Media Access Control address

If someone assigns your MAC to their device, they intercept

unintentional sharing
Webcam ratting

webcam rattingThe picture can't be displayed.

Former classmate hacked into her webcam in her room
Took naked pictures of her for three months

Distributed 
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Threats

• Phishing & spearphishing
• Identity theft
• Ransomware

• email

Threats

• Phishing and spearphishing

Threats

• email
One letter off….
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Threats

• email
One letter off….

unintentional sharing
social engineering

Gathering Electronic Evidence 

Password cannot be 
compelled

Testimonial under
Fifth Amendment
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Border search

Border search


