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It’s all about sharing....
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s, Dropbox

It’s all about sharing....
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(i.e., lawyers behaving badly)

(i.e., lawyers behaving badly)

lawyers fired for social media posts

What you post on social media can get you fired, attorney says - WKMG
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(i.e., lawyers behaving badly)

lawyers fired for social media posts

What you post on social media can get you fired, attorney says - WKMG

So fun to post about your cases to your friends! Don’t.
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anya cintron stern

Anya Cintron Stem - Avvo.com

x Firm of Anya Cintron Stern
al he Trial

College Park

Anya Cintron Stem | Above the Law

Anya Citon S, Esq. —Markyn Coon, PA

chm n Starn ..u.k.
ea

BNI M\am\ Dade MEmberDElaHs Anya C\n(mn Stem

ribes php
Mrs An,’aC ntron Stern The Law IAny;\ Cintron' smn P.A
2103 Coral Way Suite 306. Miami FL 33145, Send Messag

SEclmn Member Prm\e Anya Cammn Slem The Florida Bar
s et &

Anyﬁ lerun Stern ing
orid, Anya Lo Storn Bar Numbbr 58540, Ml Address
A

Lawyer Puts Photo n' Clients Leapard-Print Undies on Facebook

o
12 - And thal wasn' the only fallo it: Recalde's a
Auw Cintron Stern, 31, was immediately fired, Public Dduu c'v Farm
Martinez told the

Anya Cintron S[eru « CBS Miam
bsiocal o 5
AvwaleHm Stern. Spo By. Facebook Photo OF Client's
Underwear Leads Tnm i Murcel Mistiala a yer posted a phota of
her clien pard-

TN RPC Preamble A Lawyer’s Responsibilities

a lawyer should keep in confidence information relating to representation

of a client except so far as disclosure is required or permitted




A,
“upIm =

...t seems 50000 easy.....

TN RPC Preamble A Lawyer’s Responsibilities

lawyer should demonstrate respect for the leg tem and those who
serve it, including judges, other lawyers, and public offi

ivate” comments

City child welfare lawyers sidelined for mocking
people in Family Court

Posted to their PERSONAL accounts
* Photos of litigants
« comments on clothing, appearances
Attorney for Legal Aid disciplined also
City of New York

Administration for

3/29/2019
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TN RPC Preamble A Lawyer’s Responsibilities

.a lawyer should further the public’s understanding of and confidence in the
rule of law and the justice system because legal institutions in a constitutional
democracy depend on popular participation and support to maintain their

Public Posts

o

|
=
Thus far there is not a website for "people of 201 Poplar.” However, this
hair design caught my attention in General Sessions Criminal Court
Division 9.

o=%

Like /> Share

Public Posts
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I < st the owner oftis har design and | am
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Like €
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‘mause-phebic Memphis police officer who looks like a catl

Like @

I "> " < best awyer i Mempnis Tennessee [l @
=

v

I ! Ct'o Ciub201HolList
Lik

1) Like gD Share

3/29/2019

11



Gwinnett judge resigns after
controversial Confederate monument
posts

Posted on Saturday

Had tor
Wednesday

Agreed with the chief

ate judge, who said:

media have disrupted the
mission of this court,

Georgia U.S. Magistrate Judge steps down...

Gwinnett judge resigns after
controversial Confederate monument

posts
n Jim Hinkle

yirEsteg -
In Charlottesville everyone is upset over Robert E. Lee
statute. It looks like all of the snowflakes have no
concept of history. It is what it is. Get over it and move
on. Leave history alone - those who ignore history are
deemed to repeat the mistake of the past. In
g Richmond VA all of the Confederate monuments on
Monument Ave. have people on horses whose asses
face North. PERFECT!

oss

Georgia U.S. Magistrate Judge steps down...

TN RPC Rule 3.6 Trial Publicity

a lawyer shall not make an extrajudicial statement that the lawyer knows
asonably should know will be disseminated by public communication
and will have a substantial likelihood of materially prejudicing the
proceeding.*

3/29/2019
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TN RPC Rule 3.6 Trial Publicity
comment: subjects that are “more likely than not to have a material
ly when pertaining to civil matters triable by

include the character, credibility, reputation or
criminal record of a party, suspect, or witness.

TN RPC Rule 3.8 (f) Special Responsibilities of a Prosecutor

except for statements that inform the public of the prosecutor’s action and

1 legitimate law enforcement purpose. ..shall refrain from making
icial comments that have a substantial likelihood of heightening
public condemnation of the accused...

3/29/2019
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“private” speech?

“dubiety”

newspaper commen
cases

One commenter knew a lot o
information, was accurate

“dubiety” led to FBI language

sis and lawsuit against screen
name with allegation it was USAO
insider

Admitted when confronted, resigned

Con ons on cases attacked

2600 posts over five years

g First Assistant U5, Aftorney Jan Mann demoted|
afer admitting online commentary

Attorney
Longest-serving USA in country
Resigned due to ass
and optics—taint on the o

14
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TN RPC Rule 3.4 (a) Fairness to Opposing Party and Counsel

a lawyer shall not obstruct another party’s access to evidence or unlawfully

Iter, de: r conceal a document or other material having potential
evidentiary value...[or] counsel or a; another to do any such act

Urgent need to tell careless client to delete that post. Don’t.

UNITED STATES DISTRICT COURT
DISTRICT OF NEVADA

T

HEATHER PAINTER,

Plannff, ) 2:12-cv-01215-JCM-RIJ

vs.

AARON ATWOOD, D.D.S, etal

Defendants

Before the Court is Defendants’ Motion for Sanctions for Destruction of Text Messages and
Social media Posts, Docket No. 56. The Court has considered Defendants” Motion, Docket No. 56,

Plamtiff's Response, Docket No. 68, and Defendants’ Reply, Docket No. 61, as well as the

arguments and representations made at the hearing on the matter

15



UNITED STATES DISTRICT COURT
DISTRICT OF NEVADA

ras
HEATHER PAINTER,

Plantaff, ) 2:12-cv-01215-JCM-RIJ
vs.

AARON ATWOOD, D.D.S, et al

Defendants.

In March 2014, a N ja oral judge held that a dental assistant’s deletion of Facebook posts and
texts warranted sanctions. Heather Painter sued her employer Atwood Urgent Dental Care for
constructive discharge and emotional distress damages, alleging that her boss climbed on top of her
with his pants undone and held her down. Dr. Atwood claimed that the sexual nature of his
relationship with Painter was consensual. Following the incident, Painter deleted texts, and after
retaining counsel, Painter deleted Facebook posts in which she praised her employer and her
relationship with Dr. Atwood, the same man against whom she made her allegations of sexual

misconduct.

UNITED STATES DISTRICT COURT
DISTRICT OF NEVADA

T

HEATHER PAINTER,

Plannff, ) 2:12-cv-01215-JCM-RTJ

The Court awarded sanctions against Painter.

defendants. Critically for we lawyers, the Judge's Order stated: “Once plaintiff retained counsel, her
counsel should have informed her of her duty to preserve evidence and, further, explained to plaintiff

the full extent of that obligation.”

3/29/2019
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controversy in which he told his client to “clean up® his Facebook page. The client lost his wife in a
trucking aceident. Following her death, the client posted pictures of himself holding a beer and
wearing a t-shirt that said “I love hot moms.” Lawyers for the defendants found the picture after it was
deleted. The lawyer and client were sanctioned $722,000.00 for violating ethics rules that govern

candor toward the court, fairness to the opposing party and counsel, and misconduct.

LAWYER AGREES TO FIVE-YEAR LAW LICENSE SUSPENSION IN FACEBOOK DELETION CASE

Competent representation may require:

Investigating relevant social media postings
Advising clients on obstructio oliation, and
procedural rules that could prohibit editing social media

presence if litigation has begun or is anticipated
Consider litigation holds, document preservation for
online content

Ensure client’s social media position is not inconsistent
with position taken in i

3/29/2019
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TN RPC Rule 5.5 Unauthorized Practice of Law

..a lawyer who is not admitted to practice in [a] jurisdiction shall
blish an office or other systematic and continuous presence...for
the practice of law...

NLAWYER

blogging implicates

Client confidentiality

Reputation of the judicial s
Out-of-jurisdiction practice if giving
legal advice where not licensed

May unintentionally establish client LAWB@)
relationship

May unintentionally be “advertising”

Being identified as an attorney and
taking position contrary to client’s ABOVE
best interest — appez :

o TELAW

Los Angeles Deputy DA sued in
federal district court

Appeal from the United States District Courtfor the Central Distict of Califoria, George H. W, District Judge, Fresiding. D.C. No. 2:12-cv
0B443-GW-MRW

Botore: A WALLACE TASHIMA, d JACQUELINE H. NGUYEN, Cicuit Judgas.

*7033 OPINION

e Bmount in co

Court found not under color of law (1983 claim)...
But, plaintiff could proceed on amount of damages

18



new ABA opinion

AMERICAN BAR ASSOCIATION

STANDING COMMITTEE ON ETHICS AND PROFESSIONAL RESPONSIBILITY
March 6, 2018
Confidentiality Obligations for Lawyer Blogging and Other Public Commentary

Lawyers who blog or engage in other public commentary may not reveal information relating io
a representation, including information coniained in a public record, unless authorized by a
provision of the Model Rules.'

Duty of Confidentiality Under Rule 1.6
Model Rule 1.6(a) provides:
A lawyer shall not reveal information relating to the representation
of a client unless the client gives informed consent, the disclosure is

impliedly authorized in order to carry out the representation or the
disclosure is permitted by paragraph (b).

Formal Opinion 480 4

not otherwise impliedly authorized to carry out the representation, then the lawyer violates Rule
1.6(a)."* Rule 1.6 does not provide an exception for information that is “generally known” or
contained in a “publi¢_record.”™  Accordingly, if a lawyer wants to publicly reveal elient

information, the law st comply with Rule 1.6(a).'*

Duty of Confidentiality Under Rule 1.6
Model Rule 1.6(a) provides:
A lawyer shall not reveal information relating to the representation
of a client unless the client gives informed consent, the disclosure is

impliedly authorized in order to carry out the representation or the
disclosure is permitted by paragraph (b).

Formal Opinion 480 4

not otherwise impliedly authorized to carry out the representation, then the lawyer violates Rule
1.6(a)."* Rule 1.6 does not provide an exception for information that is “generally known” or
contained in a “public record.”™ ordingly, if a lawyer wants to publicly reveal elient

information, the lawyer® must comply with Rule 1.6(a)."*

Significantly, information about a client’s representation contained in a court's order, for
ple, although contained in a public document or record, is nef exempt from the lawyer’s duty
nfidentiality under Model Rule 1.6.° The duty of cgNentiality extends ally 1o
mation related to a representation whatever its source

be aware of or have access to such knowledge."!

A violation of Rule 1.6{a) is not avoided by des: public commentary as a
“hypothetical™ if there is a reasonable likelihood that a third may ascertain the identity or
situation of the client from the facts set forth in the hypothel J.'> Hence, if a lawyer uses a
hypothetical when offering public commentary, the hypotheti | should be constructed so that
there is no such likelihood.

3/29/2019
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blogging best practices

Get written permission before di sing client: even if you
anonymize)

Use prominent disclaime

Be familiar with the regulati advertising and soliciting clients
Be wary of unintentionally e: shing client relationship

Write factual updates instead of opinions

Don’t blog about judges or colleagues

PEOPLE
LOVE US

yelp s

AvvoRating

10.0

Superb

But what if they don’t? an you respo

3/29/2019
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Yes but...
“self defense” is not safe harbor

Betty Tsamis

Attomey

View Betty's full profile.

Lawyer Agrees to A Reprimand for Responding to Avvo Review.

Yes but...
“self defense” is not safe harbor

Betty Tsamis

“This is simply false. The person did not reveal all the facts of his situation up front in our first and second

meeting. sic] When | received his personnel fl, | discussed the cantents of #lwith him and informed him

that he would liely lose unless the employer chose not to contest the unemplayment (employers somefimes
dois sic]). Despite knowing that he would likely lose, he chose to go forward with a hearing to ry to oblain
benefits. | dislike it very much when my clients lose but | cannot invent positive facts for ciients when they

are not there. | feel badly for him but his own actions in beating up a female coworker are what caused the
consequences he s now so upset about.”

responding to negative reviews

mer client to remove the review
be generic, professional (i.e., “I am not at liberty to
respond fully in this forum, but I do not believe thi: and
accurate account...

Have someone else proofread before hitting

Never include details of the case

info provided by the client or acquired during representation — even if
now publically known — may not be referenced in a response.

all info related to
ot be in the response.

21
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TN RPC Rule 8.2 cial and Legal (

a lawyer shall not make a statement that the lawyer knows to be false or
i i it concerning the
; an adjudicatory officer or public legal
appointment to judicial or legal office.

Rob Ranco, Round Rock, Texas

ﬁ Rob Ranco & Forced to resign
3 <4 from his

I'm not wishing for it... but I'd be ok if

(high-paying) law
was sexually assaulted firm after this Tweet.

Note the use of “law”
- _— in his handle—implies
he is speaking in his

professional capacity.

"ﬁ_ JR. Salzman

Strange how he just protected his account.

TN RPC Rule 4.1 Truthfulness in Statements to Others

av hall not knowi make a false statement of material fact or law

to a third person during the course of representing a client...

22



Misrepresentation?

District Attorney Stacy Parks Miller
Centre County, PA

Misrepresentation?

« “Britney Bella”
Office-wide email in 2011 re:
“new facebook page that is
fake for us to befriend and
snoop...use it freely to
masquerade around facebook”
appellate court vacated some
verdicts

rict Attorney Stacy Par
Centre County, PA

« . CENTRE DAILY TIMES

Sign In | Subscribe

= FULLMENU  OBITUARIES PENN STATE FOOTBALL SPORTS

Former district at ys she respects board, will respect any discipline
handed-down for mi

PA Attorney Public Information
Ay a4

PENDING PROCEEDINGS

Former Cenire County Distrct Altomey Stacy Parks Milir testified April 23, 2018, before a state judicial disclplinary board
regarding ex parte communications made between hersed and a former jusge. Jeremy Hartiey

3/29/2019
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TN RPC Rule 8.4 Misconduct

.it is professional misconduct for a lawyer to...engage in conduct involving
dishonesty, fraud, deceit, or misrepresentation...[or] conduct that is
prejudicial to the administration of jus

CHicaco' .,
E:'“‘ =i Chicago's Real Law Blog

Some Illinois Attorneys Are Just
Idiots

® Lavee s commens

=3 e o6 ae [ one

Just because its a bad idea, dsesnt
Inean its hot going to be a good time.

Gone fishin’

you tell the judge you need a
continuance because there’s a
death in the family, don’t go fishing.

But if you do, don’t post it on Instag]

Does that include fake identities?

TN RPC Rule 8.4

Misconduct

prejudicial to the administration of justice...

ram.

3/29/2019
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fake facebook 00000

[METRO
Special prosecutor to
robe lawyer for phony
Staten Island atiorney acebook’accounts

By August 29, 2017 | 8:37pm

Created fake facebook pages
where he pretended to t

individuals running for office

Posted damr comments that
were contrary to their platforms

All were running against his
clients

a/k/a the “trial by
_combat” lawyer

00000
Richard Luthmann prosecutor to

awyer for phony
ok accounts

August 29, 2017 | 8:37pm

Trial By Combat Lawyer
Indicted In Federal
Kidnapping Scheme

Well, this sounds much, much more serious.

25
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Lawyer Who Rigged Fake Match.com
Profile as Female Attorney Is in the Hot

Seat oppos
Untrue fa

Signed her up for email b
m a nutrition and pork
ublication Pig
International
Did it using his law firm’s

TN RPC Rule 3.5 (b) Impartiality and Decorum of the Tribunal

awyer shall not communicate ex parte with a judge, juror, prospective
other official during the proceeding unless authorized to do so by

Misrepresentation?

Found to have communicated
ex parte with judges through
social media campaign

She

Twitter, blog po:

the public to contact judges
and let the judges know they
were being watched and the
public was “he ” by their
rulings

Acting on behalf of a client Joyce Nanine McCool
with a mr custody case

26
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Louisiana, disbarred, 2015

+ Found to have communicated
ex parte with judges through
cial media campaign

She used online petitions,
Twitter, blog postings to urge
the public to contact judges
and let the judges know they
were being w ed and the

TN RPC Rule 3.5 (d) Impartiality and Decorum of the Tribunal

on of a

awyer shall not conduct a
‘or or prospective juror.

Browning hand-out




probably not like this....

AT

Travis County ra
tne 7

resman reports.
Hohengarten had commented in response ta a friend of the
judg 't pracii i he was
Hohengarten said she was also sick, but had gone 1o work,

Hohengarten wrote: “Tve had the worst cokd but instead of staying
home [m being tortured by an attomey In a tial. So, I'm actually
fealous of youl”

Austin defense attorney ociation is reviewing trial transcri
considering whether to file a complaint.

robably not like this....

2l

3/29/2019

Travis
yers, the Aust

tatesman reports.
Hohengarten had commented in response to a friend of the

[ he was
Hohengarten said she was also sick, but had gone to work.

Hohengarten wrote: e had the Worst coid but InStead of staying
home [ being tortured by an atiomey In a wial. So, fm actually
Jeaious of youl

Austin defense attorney’s association is reviewing trial transcript,
idering whether to file a complaint. Update: voted down, 64-61.

TN Judicial Ethics Advisory Opinion No. 12-01
Looked to other states for examples.

Recommendations vary

ige may friend those who do not appear regularly or are unlikely to

pear before the judge.
not friend attorney

: may only friend attorneys the judge would be willing to recus

or when attorney appears in j

judge must consider the nature of the site (professional, like LinkedIn, or
personal, il acebook?) as well as how they decide which attorneys to friend and
which they don’t, and how that may appear.

28



TN Judicial Ethics Advisory Opinion No. 12-01
Tennessee decided judges may use social media, but “cautiously” and with the
that their social media use will be

Judge must decide whether the benefits and utility of participatin ify the r

: Defense Attorney Sam Stretton, frequent commenter on ethics wrote in
an Aug. 31, 2017, column for the Legal Intelligencer that “just as a judge recognizes
they cannot go out for an afternoon drink or two in public and then return to the bench
because it would be noted and potentially the subject of criticism, a judge has to
recognize that at times they have to give up what other people can do because of the
privilege they have in serving in their judicial office.”

TN Judicial Ethics Advisory Opinion No. 12-0

Judges may use social media, but “cautior and with the that their
social media use will be

Rules implicated include:

Promoting public confidence in the , integrity, and impartiality of the
Jjudicia

Conduct that would create a perception that the judge was in violation of the code
of conduct or that reflects adversely on honesty, ;
Shall not permit relationships to judicial conduct or judgment;

Shall not permit others to convey the that any person or organization is
in a position to influ the judge (friends re-posting);

Ex parte communications.

you “friend” a judge?

3/29/2019
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Can you “friend” a judge?

It depends on the jurisdiction. If the judge’s
jurisdiction forbids it, you may be violating YOUR
district’s ethical rules by “contributing to a
violation” of the judge’s code in her jurisdiction.

Anybody can copy your stuff!!

3/29/2019
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- Texas family court judge William Adams

Judge William Adams beats daughter forusi... @@ =

A

BEFORE THE STATE COMMISSION
ON JUDICIAL CONDUCT

JC No. 12-0217-CC

PUBLIC WARN

HONORABLE WILLIAM ADAMS
CoUNTY COURT AT LAW JUDGE

Rockro B

FINDINGS OF FACT

At all times relevant hereto, the Honorable William Adams was Judge of the
County Court at Law in Rockport, Aransas County, Texas.

Judge Adams routinely presides over c; involving allegations of child abuse,
family violence, and assault. Many of these cases are prosecuted by the Aransas
County Attorney’s Office, on behalf of the Texas Department of Family and
Protective Services (TDFPS), also known as Child Protective Services.

On or about November 1, 2011, Judge Adams’ adult daughter, Hillary Adams,
released a videotape on the Intemet

The event depicted in the videotape occurred in 2004, when Hillary was 16 years
old,

The videotape captured approximately seven and a half minutes of a scene
occurring in the privacy of Hillary's bedroom, wherein her father, Judge Adams
struck Hillary forcefully at least seventeen times with a belt, yelled profani

31
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Judge William Adams

CONCLUSION

The Commission concludes based on the facts and evidence before it that Judge
Adams’ actions depicted in the 2004 videotape, once publicly released, cast reasonable
doubt on his acity to act impartially as a judge and interfered with the proper
performance of his J/gial duties, in willful and/or persistent violation of Canons 4A(1)
and 4A(2) of the 5 Code of Judicial Conduct. The doubt cast on Judge Adams’
capacity to act imy hlly and the interference caused by the videotaped conduct was
evidenced by the M 12, 2012 letter from TDFPS Commissioner Baldwin, as well as
by the testimony of| eral witnesses. The Commission acknowledges that Judge Adams
was not aware that ad been secretly videotaped, and that he was not the person who
released the videota]  pn the Internet; however, because Judge Adams regularly presides
over and decides | custody, child abuse, and family violence cases, his private
conduct did cast pul credit upon the judiciary and the administration of justice, in
violation of Article]  §1-a(6)A of the Texas Constitution.

additional reading

LEGAL ETHICS Legal Ethics and Social Media: A
and SOCIAL MEDIA Practitioner's Handbook

A Practtioner's Ha

ISBN: 9781634257824

Author{s): Jan L Jacobewitz

John G Browning

Spansor(s):  Center For Pro Respansibility

er(s):  ABA Book Publishir

ISBN: 978-1-63425-782-4
Product Code: 2150068
2017, 272 pages, 6 x 9, paperback

.TMI — too much information!

32
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TN RPC Rule 1.1 (8) Maintaining Competence

a lawyer should keep abreast of changes in the law and its practice,
including the benefits and ri ciated with relevant technology

competence includes:

Understanding electronic dis

Use of social media that won’t ct from client representation

Knowing what platforms your clients

Understanding the platforms themselves if that is relevant
to the reason the attorney was retained

Understanding how electronic media impa
advertising and solicit: f
but the internet

ABA Formal Opinion 466 (2014)

As indicated by [ABA Rule of Professional Conduct] 1.1, Comment 8,
It is important for a lawyer to be current with technology. While many people
simp] ck their agreement to the terms and conditions for use of an electronic

social media network
a lawyer who uses an

I media in his

hould review

the terms and
conditions, including
privacy ures that
change frequently
Competence can
require understanding
the terms and changes
in platforms’ settings
and policies.

33



27 states site competence in
technology as an ethical duty

IN THE SUPREME COURT OF TENNESSEE
AT NASHVILLE

IN RE: PETITION TO AMEND SELECTED PROVISIONS OF
T SSEE SUPREME COURT RULE 8

— ~ FILED
=6 200

Clark of the Court
s

No. ADM2016-01382

ORDER

Maintaining Competence

nd skill, o lawyer should keep abreast of
d with rslevant
continuing legal

TN RPC Rule 1.1 (8) Maintaining Competence

a lawyer should keep abreast of changes in the law and its practice,
including the benefits and ri ated with relevant technolo;

Automatic Backups

Drophox (g

set cloud privacy

3/29/2019
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Web bugs or “pixel trackers” or “web beacons”, used
To tell a sender of email (including opposing
counsel?) what you have done with the email (save in
a particular file? Forward to....?

Linked iR

The “imported contact” feature acce your contact
list and sugg connecti If you link with
clients, it can identify people who have sought your
counsel (white collar defense, perhaps?)

LinkedIn also notifies others that you have viewed their profile, so beware of
Checking potential jurors on this service, which could be considered an ex parte
Communication.

35
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a e n Mmoo na

All of Google. At your service.

36
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CBS sports.com - Feb 22, 2013

Viewed results for what was metta (paused for at least 3 seconds with no click)

Searched for metta world peace

38
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TN RPC Rule 3.5 (b) Impartiality and Decorum of the Tribunal

...a lawyer shall not communicate ex parte with a judge, juror, prospective
juror, or other official during the proceeding unless authorized to do so by
law or court order...

Research may be ex parte
communication

5L Discover People You May Know
(} : .
a Chresty Leung F 1 Amands Bames
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Real-time Social Search

... TweetGrid __
=TT T 1]
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Where do the commands go?

BBC’s Zoe Kleinman — open mic?,

Tech reporter Christian Cawley

41
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| 5 s

amazon echo
~—

amazoned
~—3
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data leakage

smartphone apps

|dentity
Location

And send your data toits
makerand other
companies,

3/29/2019
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Retailers love smartphones

What's bemg Macked e amaripheres?

througt

apps, Bluetooth

Internet-enabled security cams

CHANGE PWs!!!

Internet-enabled appliances

EEY” & \
SM_AR-_‘- HomeNet

-

44
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photos & geolocation

Geolocation: where are you?

flickr: location search

flickr .

o

I P 3 Y 0 D o i
g ==

Milan, Tennessee; “lildsmom79”
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Geolocation: where are you?

CHENEMN-

Milan, Tennessee; “lildsmom79”

Geolocation: where are you?

CHENEMN-

Milan, Tennessee; “lildsmom79”

Geolocation: where are you?

ek

ﬁ getting
== Member since 2007

Taken on Apnl 22, 2012
Coliarville, Tennesses, LIS
Mikon D7000

1,314 Views
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Geolocation: where are you?

T gty matching “chilren™ here.
0y =g

et O

man-in-the-middle
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iPhones automatically join free WiFi unless set up to not do
sO. =

Vulnerable to
man-in-the-middle
Attacks (MIM)

Don’t be

8
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Don’t be

— stealing data

— listening in / forwarding calls

MAC spoofing
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MAC: Media Access Control ad
MAC Address
(Media Access Control Address)
00 [a0[cc [ 23 [AF]aa |

rial &
T
oul UAA

MODEL : DCM425 FE
LA
IAARER AL AU RN RO

MAC  DOTEXMECET

Mty e e

If someone assigns your MAC to their device, they intercept

Webcam ratting

assmate hacked into her webcam in her room
Took naked pictures of her for three months
stributed
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Threats

 Phishing & spearphishing
* Identity theft

Threats

ottery hel

O Mt
indorm and

PLEASE NOTI
BANKING.
CHECK, gl mut b broy

. Enclosed is a check i fhe amount of LIS §3,
PROCESSING FEE IS: §3,300.00 US DOLLARS.

Yows are advised o contact your claims agent: DAVID HULL @ 1-§77 215 6004 Monday Friday
YOUr claim processing and ko actvate your check. Please athens o her instructons

NOTE: Please never call any other telephone number other than this nur
in your letter and do not act on this notice until you contact your clai
avold cases of misappropriation and mishandling of prize monies.

One letter off....




10 you in person by Our special co

of US §3,650.00 )
. 30000 US DOLLARS.

[DAVIO HULL @ 1-f17 215 6004
s adhere ) et ipstructions

telephone number other than this nus
jhis notice until you contact your clai
d mishandling of prize monies.

social engineering

_ Gathering Electronic Evidence

cannot be
compelled

Testimonial under
Fifth Amendment

3/29/2019
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COMMITTEE REPORT

Formal Opinion 2017-
5: An Attorney’s
Ethical Duties
Regarding U.S. Border
Searches of Electronic
Devices Containing
Clients’ Confidential
Information

Formal Opinion 2017-5: An Attomey’s Ethical Duties Regarding U'S. Border Searches of Electronic Devices Containing Clients” Confidential Information | Men

—

NEW YORK

CITY BAR ISSUES & | SERVING THE | MEMBER, COMMITTEE | CLE&
E— POLICY | COMMUNITY | &CAREERCENTER | EVENTS

ERETEl
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